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The contents of this document are subject to revision without notice due to continued
progress in methodology, design and manufacturing.

No part of this document may be reproduced or transmitted in any form or by any
means, for any purpose, without the prior written permission of “ddm hopt+schuler”.

ddm hopt+schuler shall have no liability for any errors or damages of any kind
resulting from the use of this document.

History

Date Rev Note

10.05.2010 1.00 | Initial draft

10.05.2011 1.01 | Updated firmware update section
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1 Main Window

File View 3Zettings Advanced Help
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~ Super882 10.05 2010 08:57:23
v setCallBackPointer(); Status: 0x00: OK

initComm( 1,38400 1000 ), Status: Ok

L]

ddm haopt + schuler

Toolbar buttons:

Connect: Opens the specified interface
Disconnect: Closes the interface

Reset reader: Resets the reader

Clear history: Clears the history list

Status view: Opens the status view form
Contactless: Opens the contactless form

Chip: Opens the chip form

Magstripe: Opens the magstripe read/write form
Configuration: Opens the reader configuration form
Settings: Opens the test software settings form
Sequential tests: Opens the sequential tests form
Maintenance: Opens the reader maintenance form
About: Opens the about form

Exit: Exits the test software
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1.1 Test Software Settings

i Kews | Parameters | Security Seltings]

Choose the Interface

& RS-232 |COM1  w| [38400  ~|Baud
£ UsB

 TCPAP P Address: Part:

© uDP

OK Cancel

1.2 Mifare Keys Settings

Carnpoark Parameters | TCP/IP Settings ] Security Settings ]
& Kepset 1 £ Keyset 3 FFFFFFFFFFFF |Transp0rt config j
= Keyset 2 ™ Keyset 4
¥ Y ? 7 y Sector Trailer Code
Mame: |Test 1 kepsel Key A kep B Access Conditions Kepd + AC + EepB
FFFFFFFFFFFF FFFFFFFFFFFF Transport config FFFFFFFFFFFFFFO7 S0E3FFFFFFFFFFFF
FFFFFFFFFFFF FFFFFFFFFFFF Tranzport config FFFFFFFFFFFFFFO75063FFFFFFFFFFFR
FFFFFFFFFFFF FFFFFFFFFFFF Transport config FFFFFFFFFFFFFFO78069FFFFFFFFFFFE
Set FF keys >> FFFFFFFFFFFF FFFFFFFFFFFF Transport config FFFFFFFFFFFFFFO78069FFFFFFFFFFFE
FFFFFFFFFFFF FFFFFFFFFFFF Transport config FFFFFFFFFFFFFFO78069FFFFFFFFFFFE
FFFFFFFFFFFF FFFFFFFFFFFF Transport config FFFFFFFFFFFFFFO78069FFFFFFFFFFFE
SetA /B keys >> FFFFFFFFFFFF FFFFFFFFFFFF Transport config FFFFFFFFFFFFFFO7B0B3FFFFFFFFFFFF
FFFFFFFFFFFF FFFFFFFFFFFF Transpart config FFFFFFFFFFFFFFO78069FFFFFFFFFFFE
FFFFFFFFFFFF FFFFFFFFFFFF Transpart config FFFFFFFFFFFFFFO78069FFFFFFFFFFFE
FFFFFFFFFFFF FFFFFFFFFFFF Transpoart config FFFFFFFFFFFFFFO78069FFFFFFFFFFFE
Fread with Key 418 FFFFFFFFFFFF FFFFFFFFFFFF Transpoit config FFFFFFFFFFFFFFO78063FFFFFFFFFFFF
Wiite with Ky B FFFFFFFFFFFF FFFFFFFFFFFF Transpoit config FFFFFFFFFFFFFFO78069FFFFFFFFFFFR
lite. wénltcn ) FFFFFFFFFFFF FFFFFFFFFFFF Transport config FFFFFFFFFFFFFFO73063FFFFFFFFFFFF
Dec. with Key A1B FFFFFFFFFFFF FFFFFFFFFFFF Tranzport config FFFFFFFFFFFFFFO75063FFFFFFFFFFFR
Trans. with ey A8 FFFFFFFFFFFF FFFFFFFFFFFF Transport config FFFFFFFFFFFFFFO78069FFFFFFFFFFFE
Rest. with Key AR FFFFFFFFFFFF FFFFFFFFFFFF Transport config FFFFFFFFFFFFFFO78069FFFFFFFFFFFE
0K Cancel

You can define four different keysets. You can also define the sector trailer codes to initialise
the blank tags with new sector keys.
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1.3 Parameters for Mifare Keys

¥ settings

Eompolt] Keys
Load Keys RF Reset Farmat / Irit
* FKeyset1
% Kepset
Start Kepnr: |0 -
7 Keyset 2
e RF Reset ms) |5 ™ Keyset 2
5 .
Kepset 3 End Ke}lnr.m " Keyset 3
~
Fegeetd ™ Keyset 4
Authentication “alue Format Start Keynr: [0 -
v i
Lebeel e % ifare Standard End Keynr: [15 -
i i
Kepset 2 Keyset 4 ) hifare Light
I~ AuthKepE2
OK Cancel

Load Keys defines the keyset and the sector range to load the keys in readers secure eeprom
memory. The button Load Keys EEPROM in Contactless Form uses these settings. After the
keys are loaded in the reader memory, the mifare keys will not be passed to the reader through
the communication interface. For this purpose Auth Key E2 check box should be checked.

Authentication defines the keyset which should be used and Auth Key E2 defines whether the
keys are send or the internal stored keys will be used to authenticate.

Format/Init defines the keyset and the sector range to initialize a tag with new keys. The
button Format Key Blocks in Contactless Form uses these settings.
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1.4 Reader Configuration

F Corfig s4s/566

Hybrid Card Reader Configuration

Seial[l | [ Getlfa FARAM | COMFIGD | CONFIGT | COMFIGZ | COMFIGS | COMFIGS | COMFIGS
FirmwareVersion:l:l
Wer. & Copyright: Met Address: Update
Model: |:| FiF Parameter
Electronic Board:: Rixthd, [hex]:
Prd.Date:: ModConductance: |20
20 | T
Antentna Power |63 3:
COMFIG:
£:9010000000000000000 1 43F3 FT00400000000 D8 DE32
M agstripe Wiitke
Read Config File “wiribe Skart after clocks Update

Save Config File

Get Info: To read information data (Firmware Version or model...)

NetAddress: will be used in the communication protocol. The reader will respond to
commands which are sent to this or to the network address of 99.

Config0-5: are explained in module documentation.

RxThreshold, ModConductance and Antenna Power are RF settings and shouldn’t be
changed.

Write Start: Start position of magstripe data. If the “Mag Write 1SO (7mm)” setting in
Config4 is not selected, the reader uses this setting to define the write start position of an 1ISO
card. The value of 50 corresponds to approx. 4mm on a card.
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1.5 Status View

. F Stakus View
Status Bits Leds
I~ Card prezent : Green: Red:
¥ Card seated inside - ﬂ | ﬂ
I~ Cardiz locked = Intake mode
I” Chip activated " Intake to Chip Magnet decoder
[ Automatic "Switch report’ made &RM to Read Abart ARk
I~ Magstipe data
I~ Amed to read Card diver

[~ Auto ATR sending mode Intake to before head

) Abort
SIM presenceinfo... [T 5ap 43 Intake ta chip
I SaM #1 I SaM He
[~ SaM #2 [~ SaM #5 Lock Unlock Capture

This form shows how to get the card inside and how to eject or capture the card.
Status button gets the status bytes of the reader.

To read a magstripe card, you can set the reader in ARM mode. For this, click on “ARM to
Read”.

To read a chip card, you need to set the reader in “Intake to chip”” mode. After the card is
moved to the chip position, the lock and capture commands will not function. In chip position,
you can only unlock the card.

Before sending Lock, Unlock or Capture commands, the chip card should be deactivated.
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1.6 Contactless

Reader commandz

PICE Poling Mode: Ul APl AntT+2 | pRI/DSI
Stop Palling Tupe B IMIT RF Off Antl 0400 106k bits j
Detection Soft Detection FCD KILL Resetphaze Ant2 Set Attributes
| TypeB | T=CL | mitare Utiiies
Typed Commands
T=CL
“Wake up Request [dle Haltd,
033 - Anticollisian Select FEHEERAS A7 RIS I
or AnticollizionS elect
mifare Comrmands
LSE MSE
Auth KeyA Auth KeyB He: [4142434445464748434A 4B 4CADAE 4F D | 16
FE= SIS B VLT ASCI1:[ABCDEFGHIKLMNOP |
Write Inc. & Transfer Block: |0 - Transfer. |0 -
Write 4 Rest. & Transter Walue: Shiawy Frepare
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1.7 Chip

12C Dump |
Chip Selection
Select Device: |EI: |Jzer card ﬂ Set Set Memorny Card
Activate: |1: Only a3 150 Asyrch. card | Activation Dheactivation
ATR: | |
APDU
ICC communication mode: |II:I: with PP [Aaynchronous] j
CLac00 ] INS: [Ad: Select | P1. P2 Le: [oE_ ]
[rata [Hex): | | Le: |EIEI |
or (450N [IP&Y.55 DDFOT | | 1P&Y. 55, DDFOT |
C-4PDU  (004404000E 315041592E5359532E 444446303100 20
Chip Tranzfer kem Transfer
R-4PDU

First select the user card or the SAM. Before activation, you need to define the type of the
card. After clicking on Activation, you will receive the ATR (Answer To Reset).

To communicate with the card, select the communication mode and define the data. If
asynchronous mode is the case, use the Chip Transfer.

At the end of the communication, deactivate the chip by clicking on Deactivation.
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1.8 Magstripe Read/Write

4 Magstripe ReadWrite

Read / wiite Mode
& |50

" Transparent

Track 1 Status:

bA&G_HO_ENCODE
FALG_HO_START
bA&G_HO_END
bA&G_ERR_PARITY
t&G_ERR_LRE
bAG_SUCCESS

Track 2 Status:

M&G_HO_ENCODE
MAG_HO_START
FA&G_HO_ENE:
M&G_ERR_PARITY
&G_ERR_LRC
b&G_SUCCESS

Track 3 Status:
h&G_NO_ENCODE
RA&G_NO_STERT
FA&G_NO_END
F&G_ERR_PARITY
F&G_ERR_LREC
kdAG_SUCCESS

Track 2 |

Track 3 |

Wite Track 2

Wit Track 3

erite &l

If the reader was in ARM to Read Mode, you can directly read the track data by clicking on
Track 1/2/3. Otherwise click first on Read button.

To write on magstripe card, the track data has to be defined first. It is recommended not to
write all tracks at the same time in HICO Mode (requires current greater than 2A).
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1.9 Firmware Update

1.9.1 ROMLoader (to Load the Boot Firmware)

Normally, the Boot Firmware is preinstalled. If it is required it can be updated or installed
using the ROM Loader. The ROM Loader uses the on-chip boot loader to program the
complete Flash, which resides on the ROM area. Before the programming starts, the
controller must run the on-chip boot loader. For this, a hardware reset is required.

F ROM Loader

B oot Firmweare: |

Device

" Connect * Disconnect | | ‘ ‘ ‘ |

To open this form click on Advanced->Firmware Update->ROMLoader.

Connect the RS232 cable and select the RS232 interface. Click on Connect and make a
hardware reset. After successful connection; erase, program and verify the new boot
firmware. Click on disconnect and reset the reader once again. The boot firmware starts
running with the fast flashing LED. After the boot firmware is installed, it is possible to load
the application firmware through the USB and Ethernet interface.

1.9.2 BootLoader (to Load the Application Firmware)

. ¥ EBoat Loader
B ootloader
] . 2- Ewecute Boat Code --»
1 Mode? Firrmare: W 0.0
Mode:  Mode 8- Execute User Code --»
Flazh Programming
''''''''''' 3 Browse... |
R ead Firmware Checksum:
ddm hopt + schuler GmbH & Co0.KG Page 12
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To open this form click on Advanced->Firmware Update->BootLoader.

The Boot Loader installs the application firmware and can be used for all serial interfaces. To
start the firmware update, the reader must be in boot mode. For this, click on execute boot
code. After, browse for the hex file and click on start. At the end, click on execute user code
to run the new firmware. The LED will flash slowly when the application is running.
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