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1. Communication Format
Baud rate (BPS): Defined by the Host, (default 9600BPS),

(1200/2400/4800/9600/19200/38400BPS)
Communication type: Asynchronous communication
Transmit type: Half duplex
Bit detail: Start bit: 1 bit

Data bit: 8 bit
Parity bit: None
Stop bit: 1 bit

(\\S\op 1

DO | D1 D2 D3 D4 D5 7 )
(LO”
J | NN
< Data bit S >
Start bit €—»
2. Communication Control Method
The unit, as a driven part, start workin, recei and from

3. Command Character

/(\\ A\
STX @(.Q\{)\ \ﬁtart C\H@er of éréﬁaﬁ{ackage
ET m \Qd{hara}f@}&f%a package

ENd\bO\XOS) \SQIM% command (host -> reader)
ACK (})%Qé) I%S{\NLS answer(reader-host)

NAK (OX}S\)\ eg%ve answer(reader-host)
EOT (0X04) &ancel communication

4. Communication Command Structure (Data package format of command and
returned information)

STX(0x02) | Command package ETX (0x03) BCC

BCC(Block check character), BCC= STX * Command Package * ETX  ( ~is BCC calculation character)
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5. Control Command Structure
A N E E
C A N (0]
K Q T
6. Communication Process Descriptions
6.1 Normal communication process (command operation)
A Command operation
HOST Command ENQ
CARD READER
ACK Execution Response [\ S
Host sends command, Reader receives and checks if 1 . after return ACK, Reader
will execute the relevant operation and return relev i ing the command.

B Cancel Command operation

Command

HOST —

Host send EOT, Reade current coyma tus and return EOT, then waiting for Host command.
6.2 Abnormal communication S
6.2.1 BCC error
Command Command
HOST \
CARD READER \ /
NAK NAK

Card reader received a communication package and BCC is error, send NAK to HOST to show BCC error. Host
need check its communication package BCC is correct or not. Resend it after checking is correct. Card reader will

not send ACK to HOST until it receives that communication package BCC is correct.
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7. Communication Operation
7.1 Send command data package format
STX Length of Command Command Data package ETX BCC
(0x02) communication byte parameter (n byte) (0x03) (1 byte)
package (1 byte ) (1 byte )
(2 byte )
Calculation range of communication package
BCC calculation range (XOR)
ow byte

a. n byte:

range of n:

Max=264 byte. Min=0 byte

b. Communication package in 2 bytes transmit, former one is hi

A

sDbeht

b. Returned comman
transmit from Host to

te

7.2 Returned data package format
7.2.1 Normal return
STX Length of Comman Comyman \\%jTX BCC
(0x02) communication byte \ rameter (0x03) (1 byte)
package ( ) )
(2 byte) R
eh\a@r%of c%mi&?o% package
/\ ]3\3}% cal&l&\'&nrang%(b‘ﬁ)
~ \2/
a.n byte: range o Max=264 byt in=
and co

7.2.2 Abnormal return
STX Length of communication ‘N’(0X4E) Command Error byte E | ETX BCC
(0x02) package (1 byte ) byte CM (1 byte) (0x03) (1
(2 byte) (1 byte) byte )

Calculation range of communication package

BCC calculation range (XOR)
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Meaning of error byte E
Error byte E Description
0x00 Command byte error. Command byte CM is included in the sending

communication package. And the command byte CM does not accord with the

communication protocol.

0x01 Command parameter error. Command parameter PM is included in the sending
communication package. And the command parameter PM does not accord with

the communication protocol.

0x02 Command can not be executed. Command can be executed because of
restriction.
0x04 Command data error. Part of the communication N@@ordmee with

the communication protocol.

0x05 Input Voltage is not in the ran eader Operati oltag e input
voltage is not in the range of/FQRV~T4.5 d the R T 18 T protection
status.

0x06 Abnormal card in th ader Need\@\mmand fro to deal with these
cards.

0x07 Main power riso ~the backup p er under working. So other
commandc not %\execute;;

Ctis eturné{ message from the Host when the sending

parameter and Reader is in abnormal condition.

dnd parameter of communication package from Host is an

rCation protocol. It is illegal command. When it happens, please

value range of command p eter (Operation address, operation length) could not overrun the defined
operation address space range of IC card. Otherwise, the Reader returns Error.

3. Error byte E=0x02 It means the Host does not support the function and it could not accept the
communication package form Host. It could not be executed and Reader returns error. Please check your
Reader model when it happens. For example, when you send communication package of Reading
Magnetic card, but the Reader without this function, then it returns that command could not be executed.
When you send operation communication package to Reader, but it is without the function of operating
RF card, then it returns that command could not be executed as well. Please notice the specification of
the reason why command could not be executed in the communication protocol.

4. Error byte E=0x04 It means the data package of communication package from Host is not accordance

with communication protocol. There are mistakes of the format of data package, and it could not be
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executed, then returns error .This error always happens during the CPU card C-APDU operation when it

check the data package whether is right or not.

5. Error byte E=0x05
voltage:10.5V-14.5V ,12V is suggested). Reader is under protection status, and it could not execute

It means the input voltage runs out of operation voltage range(Rated

command , enter card in and move card. Only communication operation will be responded.

6. Error byte E=0x06
card(Long card, short card and damaged card). Receive communication package from Host, then Reader

returns error and indicate to clear the abnormal card.

It means abnormal length card in the Reader and it is not an ISO standard

7. Error byte E=0x07 It means the power supply has two methods: Main power supply and backup power

supply. When the main power supply is off-power, backup power su

communication package from Host, Reader returns error.

8. CRT-310 Card Reader Operation Command

Operation Command List

will run. After receiving

position setup

Command byte | Command parame
Command scr1
CM PM
Card Stop 0x2E Pm rd stop etup after card enters into the

card re and read the data from magnetic card.

Card in 0x2F Poak; s nable orb%e card in from front side or rear side
control d % A \ \
Reset 0x30 % ReseMd reader, return the software version
1 \I}\/o?et card reader, eject it to the front side if there is a
}\\ \&\\\ } card in, return the software version
%\2/ Reset card reader, eject it to the rear side if there is a
\ card in, return the software version
Read/write 0 \ \%A Read the S/N from the card reader
SN \J 0x3B Write the S/N to the card reader
(Only V3.0)
Check status 0x31 0x2F Check status of each sensor
0x30 Check status of reader(e.g. Whether card in or not)
Check IC card 0x31 0x31 Check IC Card type automatically
type
Move card 0x32 0x2E Enter card stopped at the position with holding card or
operation position inside reader into the card reader
0x2F Move the card stopped at the position with holding
card or position inside reader to the IC card operation
position. And then card read/write IC card.
0x30 Eject card from front side without holding
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0x31 Eject card from front side and hold it
0x32 Eject card from rear side and hold it
0x33 Eject card from rear side without holding
IC card 0x33 0x30 IC card power on
power on/off 0x31 IC card power off
SIM card 0x4A 0x31 SIM card power off
power off
Set comm. 0x34 0x30 UART=1200 BPS
Baud rate 0x31 UART=2400 BPS
0x32 UART=4800
0x33 UART=9606BPS "\
0x34 UABT=19200080S ) |
0x35 UART=383000 8PS KON
Each card operation command, see operation process y@\\\\ \\ W

8.1 Reset Command
8.1.1 Reset
Host sends: (Pm=0x30, 0x31, }(\ﬁ
0x02 | 0x00 0x02 0x30 P 0x03 BC6\<

Pm=0x30 Reset card 12
Pm=0x31 Reset gard
Pm=0x32 Resét ca

ftware v Sl

h the S are ver§iQriyej ect it to the front side without holding

e soft vefgion, eject it to the rear side without holding

Reader returns:

0x02 | 0x00 | 0xOF bxgo Pm ?Jg\{d\rggder version SV 0x03 | BCC
Card reader version: CRT3 rd reader SV%RT 310 V3.’

8.1.2 Read CRT-310 Card r’s’S/IN
Host sends:
0x02 | 0x00 0x02 0x30 | 0x3A | 0x03 | BCC

Reader operation succeeded returns Operation status byte P=Y’ (0x59)

0x02 | Communication  package [0x30 | 0x3A | Operation status byte P | S/N data package | 0x03 | BCC

length 2 byte
S/N data default value=*CRT 310 V3.0 "
Reader operation failed: Operation status byte P="N" (0x4E)

0x02 | 0x00 | 0x03 | 0x30 | 0x3A | Operation status byte P | 0x03 | BCC




e s (B Model No. CRT-310 Card reader
=.~=" | SPECIFICATION o L Sacd
i — L Ver. 3.0
E— Communication Protocol
CREATOR Page 8/47
8.1.3 Write CRT-310 Card Reader’s S/N

Host sends:
0x02 | Communication package length 2 byte | 0x30 | 0x3A | N byte S/N data package | 0x03 | BCC

Reader returns:
0x02 | 0x00 | 0x03 | 0x30 | 0x3A | Operation status byte P | 0x03 | BCC

Operation status byte ~ P=Y" (0x59)
P="N" (0x4E)
N byte S/N data package: S/N data will be written, N = 0x01—0x10 (S/N data (min)=1 byte, S/N data
(max)=1 byte 16 byte)
Write data in HEX code mode.
8.2 CRT310 Card In Control, Stop Position setup operation
8.2.1 CRT310 Card In Control Setup Command Operation

Host sends:
0x02 | 0x00 | 0x03 | 0x2F | Pml1 | Pm2 | 0x03 | BCC

Pm1=0x31 Prohibit card in from front side

Pm1=0x32 Allow card in by Magnetic card

Pm1=0x33
Pm1=0x34

Pm2=0x30
Pm2=0x31

Reader returns:
0x02 | 0x00 | 0x04 | 0K \Pm! | PR\ CoypFteader status byte S | 0x03 | BCC

S=‘N" (0x4E) success \)

S=Y" (0x59) failure

After the reader executes power on or reset command, the default card in mode is allowing card in by switch

mode and allow card in from rear side.
Note: To the reader without electric shutter, it only could response card in by switch mode. It is not allowed card
in by magnetic card mode and in magnetic signal mode, or the Reader will return “Command could not be
executed”.

8.2.2 CRT310 Stop Position Setup (Set the stop position after card in and read magnetic card)

After card reader executes power on or reset, the default stop position is stopping inside the reader

Host sends:
0x02 | 0x00 | 0x02 | 0x2E | Pm | 0x03 | BCC
Pm=0x30 Card in and stop in the front side without holding the card.
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Pm=0x31 Card in and stop in the front side with holding the card.
Pm=0x32 Card in and stop inside the front side, but IC card contact does not connect with card, and RF
(Mifare one) card is ready to be read/written.
Pm=0x33 Card in and stop inside the front side, and IC card contact connects with card, IC card and RF
(Mifare one) card is ready to be read/written.
Pm=0x34 Card in and stop in the rear side with holding the card.
Pm=0x35 Card in and stop in the rear side without holding the card.

Reader returns:

0x02 | 0x00

0x03 | 0x2E | Pm | Card reader status S | 0x03 | BCC

S=‘N’ (0x4E) failure
S=Y’ (0x59) success

Note: When we execute setting stop card at IC card operating position after card in’x dder without IC Card module, the

invalid.

8.3 CRT310 Card reader Status Information
8.3.1 CRT310 Card reader status checking

Host Sends:

ard operating position will be

0x02 | 0x00

0x02 | 0x31 | 0x30 | 0xpFTBeC

Reader Returns

N

readgar/status Card reader status | 0x03 | BCC

0x02 | 0x00 | 0x05
S3
S1=0X46 Wit] r than the standard card)
S1=0X47 Wit shorter than the standard card)
S1=0X48 Card t holding card. (In other words, card is ejected from the front side) .
S1=0X49 Card stops atthe front sidRposittyn xith holding card.
S1=0X4A Card stops insSiq
S1=0X4B Card stops inside thecardr€ader, and contact connects with IC card.
S1=0X4C Card stops at the rear side position with holding card.
S1=0X4D Card stops at the rear side position without holding card. (In other words, card is ejected from the rear side and
captured) .
S1=0x4E No card in the reader.
S2=0X49 Allow card in by magnetic card mode and only allow magnetic card in by opening the shutter.
S2=0X4A Allow card in by switch mode. Allow magnetic card, IC card, M1 RF card and dual interface card in.
S2=0X4B Allow card in by magnetic signal mode. Allow thin paper magnetic card in.

S2=0x4E

Prohibit card in.
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S3=0X4A Allow card in from rear side. Allow magnetic card, IC card, M1 RF card and dual interface card in.
S3=0x4E Prohibit card in from rear side.

8.3.2 CRT310 Sensor Status Checking (Compatible with VV2):

Host sends: Reader checks the sensor status automatically (Spcs infrared sensors status, shutter status, switch sensor status).

0x02 | 0x00 | 0x02 | 0x31 | Ox2F | 0x03 | BCC

Reader returns:

PSS2 | PSS3 | PSS4 | PSS5 | CTSW | KSW | 0x03 | BCC

0x02 | 0x00 | 0x09 | 0x31 | Ox2F | PSS1

PSS1—PSSS:  infrared sensor status PSS (1...5) =0X30 no card on the sensor position;

ensor position.

PSS (1...5) =0X31 with card on the

CTSW: Shutter status CTSW=0X30 shutter is close

CTSW=0X31 shutter is open

KSW: Switch sensor status

8.3.3 CRT310 Sensor Status Checking (Only for V3):

Reader checks the sensor status automatically (6pcs inXpared

Host sends:

0x02 | 0x00 | 0x02 | 0x31 | 0x2E | 0x03 | BCC

Reader returns:
0x02 | 0x00 | 0x0A | 0x31 | 0x2E | PSSO /F§S‘I\

PSS0—PSS5: infrared sensor status:

NPSS2 SS m4 PSS5 SW | KSW | 0x03 | BCC

\g\%:? sensor position;
rd on th¢ sensor position;

CTSW: Shutter status

KSW: switch\sgnsor status

8.4 CRT310 Auto testing th

Host sends: reader auto testing the Card-type, and return the card type

0x02 | 0x00 | 0x02 | 0x31 | 0x31 | 0x03 | BCC

Reader returns:
0x02 | 0x00 | 0x04 | 0x31 | 0x31 | Card type byte S1 | Card type byte S2 | 0x03 | BCC
Card type byte: S1, S2:
Card type byte S1 Card type byte S2 Card type instruction
N’ ‘0 No card inside
‘1 Unknown card type
2 Card is not in the right position where
it can be operated.
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‘0 ‘0 RF ID card (Contactless)
‘1 ‘0 T=0 Contact CPU card
‘1 T=1 Contact CPU card
2 ‘0 24C01 card
‘1 24C02 card
2 24C04 card
3 24C08 card
‘4 24C16 card
‘5 24C32 card
‘6’ 24C64 card
3 0 SL4442 card L
‘1 SL4428 card L~
» 0 AT8S102card  ({
5t AT88S1604 card .\
2 ATSESI02 g\ \)
3 AT88SC160Nard

RF card an ct IC card, but not dual interface

card. For contact card, the testing result is only for ¢ i axbe not correct if the card is not clean.

8.5 CRT310 Card reader card move op

Move the card which is stoppe ition\gt osition inside the reader to a new position and wait for

operation.

Host sends: %\

0x02 | 0x00 | 0x02 0x3\% Pm | 0x03 }(%\

Pm=0x2E Move inside the reader, thehndo RF(M1) R/W.

Pm=0x2F Move cardNusdide the readeX\contget connect with IC card then do IC card R/W.

Pm=0x30 Move card to th i thout holding the card on the position.

Pm=0x31 Move card to the front side with holding the card on the position.

Pm=0x32 Move card to the rear side with holding the card on the position.

Pm=0x33 Move card to the rear side without holding the card on the position.
Pm=0x34 Eject the abnormal card out of the reader from the rear side, for short card, shall use the standard card to support

to eject it out of the reader (This command is used to clean the card inside.)

Reader returns:

0x02 | 0x00 | 0x03 | 0x32 | Pm | Operation status byte P | 0x03 | BCC

P=Y" (0x59) success
P=N" (0x4E) failure
P=‘E> (0x45) no card in reader
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P=W’(0x57)  card is not in the right position where it can be operated.

Note: When the card is not on the position with holding card or position inside the reader, if we execute the

command such as eject card or card in, it will return “card is not in the right position where it can be

operated”.
When we execute moving card to IC card operating position after card in on the Reader without IC Card

module, the Reader will return “Command could not be executed”. The operation of moving card to IC

card operating position will be invalid.

8.6 IC Card. SIM Card Power On/Off

8. 6. 1 Contact IC Card Power On/Off
Host sends:
0x02 | 0x00 | 0x02 | 0x33 | Pm | 0x03 | BCC
Pm=0x30 IC Card Power on
Pm=0x31 IC Card Power off
Reader returns: /\@
}h\)g\ BCON

0x02 | 0x00 | 0x03 | 0x33 | Pm | Operation status byt
A

Operation status byte

Note: When the card is no

invalid.

8. 6. 2 SIM Card Power O

Host sends:

0x02 | 0x00 | 0x02 | Ox4A | 0x31 | 0x03 | BCC

Pm=0x31  SIM Card power off

Reader returns:

0x02 | 0x00 | 0x03 | Ox4A | Pm | Operation status byte P | 0x03 | BCC

Operation status byte P=Y’ (0x59)  success
P="N" (0x4E) failure
Note: SIM card Power on is executed when Reader execute SIM Card Reset operation.
When we execute SIM Card Power On/Off on the Reader without SIM Card function, the Reader will

return “Command could not be executed”. The operation of SIM Card Power On/Off will be invalid.
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8.7 Shutter indicator light control operation
CRT-310 with 2 indicator lights, red and green, is optional model and customer shall specify when order. Red
light is normally open when power on, it is the power indicator light; Green light can be controlled. Below is

the control commands on the green indicator light.

8. 7. 1 Indicator Light On/Off operation

Host resends:

0x02 | 0x00 | 0x02 | 0x46 | Pm | 0x03 | BCC

Pm=0x30 Indicator light on
Pm=0x31 Indicator light off
Reader returns:

0x02 | 0x00 | 0x03 | 0x46 | Pm | Operation status byte P | 0x03 | BCC

Operation status byte ~ P=Y" (0x59)  success
8. 7. 2 Twinkle Indicator Light Operation (Twinkle cy
Host sends:

0x02 | 0x00 | 0x03 | 0x49 | Pm1 | Pm2 | 0x03 Bcé\

Pml: time value of indicator light on (P
Pm2: time value of indicator light off (Pm?2
Reader returns:

0x02 | 0x00 | 0x04 | 0x49 | Pm1 | $n\| Opeation stalNgByteRx3 | BCC
4
S

Operation status byte
Time cycle of indicatorgt g =Ti ime Pm2. Minimum twinkle time cycle is 0.5S

Indicator Light On/Off operatiot:

8.8 Set baud rate of comm. port:
Host sends:
0x02 | 0x00 | 0x02 | 0x34 | Pm | 0x03 | BCC
Pm=0x30 uart=1200bps
Pm=0x31  uart=2400pbs
Pm=0x32  uart=4800bps
Pm=0x33  uart=9600bps
Pm=0x34  uart=19200bps
Pm=0x35 uart=38400bps
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Reader returns:

0x02 | 0x00 | 0x03 | 0x33 | Pm | Operation status byte P | 0x03 | BCC

Operation status byte P=Y’ (0x59)  success

Operation status byte P="N" (0x4E) failure
Reader reset baud rate according to Host after Host received operation success information and save in EEPROM of
Reader. Host need to initialize baud rate and comm. port setting.
8.9 Enable or Disable using the communication port from a third party:

Host sends:

0x02 | 0x00 | 0x02 | OXFA | Pm | 0x03 | BCC

Pm =0x30 Enable using the communication port from third part

Pm =0x31 Disable using the communication port from third part

Reader returns:

0x02 | 0x00 | 0x03 | OxFA | Pm | Operation status byte P

Operation status byte P=Y" (0x59)  Success
Operation status byte P="N’ (0x4E) failure

9. CRT-310 V3.0 Car:
9.1. Mifare 1 Card Op

9.1.1 Seek RF card3

Host sends:

0x02 | 0x00 | 0x02 | NI 0x30 | B3 NBPC
Reader returns: \

0x02 | 0x00 | 0x03 | 0x35 | 0x30P1 0x03 | BCC

Operation Status Byte P= ‘Y’ (0X59) seek card successfully
P= ‘N’ (0X4E) fail to seek card
P=“E’(0X45) no cardin
P=‘W’ (0x57) card is not in the right place where it can be operated.

9.1.2 Capture S/N of Mifare 1 card
Host sends:

0x02 | 0x00 | 0x02 | 0x35 | 0x31 | 0x03 | BCC

Reader returns:

0x02 | 0x00 | 0x06 | 0x35 | 0x31 | Operation status P | 4 byte hex Card S/N | 0x03 | BCC
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Operation status Byte P:

P= Y’ (0X59) capture card S/N successfully and return the card S/N;

P= ‘N’ (0X4E) fail to capture card S/N and return empty S/N (0X00, 0X00, 0X00, 0X00)

P=“E’(0X45) no cardin
4 byte Card S/N transmitted by hex, such as “C6B272AE”
E.g.: The uploading communication package: 0x02 0x00 0x06 0x35 0x31 0xC6 0xB2 0x72 OXAE 0x03 BCC

9.1.3 Check Password of Sector
Use Key A or Key B to check the appointed sector

9.1.3.1 Parity Key_A:
Host sends: m

0x02 | 0x00 | 0x09 | 0x35 | 0x32 | Sector No. | 6 byte hex Password qu

R
N7

Reader returns: (
0x02 | 0x00 | 0x04 | 0x35 | 0x32 | Sector No. | Operatignstaigyte P
Operation status byte ~ P= ‘Y’ (0X59) password parity Sucogssfully
P=°0"(0X30)
P=°3"(0X33)
P=‘E’ (0X45)

P=W’

where it can be operated.

9.1.3.2 Parity Key B

Host sends:

0x02 | 0x00 | 0x09 | 0x36{<0x39 N\Qd¢tor NQ\| 6 byte N Wpesword | 0x03 | BCC
Reader returns: //-\ ) k ) /

0x02 | 0x00 | 0x04} 0x35 | 0x39Sectordye. | Opgpdfion status byte P | 0x03 | Bce

= ‘3’ (0X33)  password error

X45)  no card in reader

P=‘W’ (0x57) card is not in the right position where it can be operated.

(S50 Card Sector No.=0x00 ~0x0F, S70 Card Sector No.=0x00 ~0x28)

Note: Sector No.= 0x00 ~0x28
(S50 has four blocks for each sector: 0x00 0x01 0x02 0x03, S70 has 4

Block No.= 0x00 ~0x0F
blocks for each sector from Sector 0 to Sector 31: 0Xx00 0x01 0x02 0x03, and it has 16 blocks for

each sector from Sector 32 to Sector 39: 0x00~0x0F )
Could not read data, write data or do value operation on the data of the block of the sector until

configure that the password is correct.

9.1.4 Read data on sector

Host sends:
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0x02 | 0x00 | 0x04 | 0x35 | 0x33 | Sector No. | Block No. | 0x03 | BCC
For S50, Sector No.= 0x00 0x1 0x02 ...... 0xO0F ( S50 Card has 16 sectors)
Block No.= 0x00 0x01 0x02 0x03
For S70, Sector No.= 0x00 0x1 0x02 ...... 0x28 ( S70 Card has 40 sectors)
Block No.= 0x00 0x01 0x02 0x03 (S50 block No. , S70 block N0.=0x00~0x0F )

Reader reads data successfully and returns:
0x02 | 0x00 | 0x15 | 0x35 | 0x33 | Sector | Block P=0x59 | 16 byte hex Data | 0x03 | BCC

No. No.

Operation status byte: P= ‘Y’ (0X59)
Read sector block data successfully and upload 16 byte data

Reader fails to read sector block data and returns:
0x02 | 0x00 | 0x05 | 0x35 | 0x33 | Sector No. | Block No. | Operation Stadug bytd P | 0x03 | BCC

Operation status byte
P=°0"(0X30) cannot seek RF card

P=°1"(0X31) operated sector No. is wrong (n sector bX pa ke

P=°2"(0X32) S/N of operated card error
P=°3"(0X33) password error
P=°4’(0X34) dataread error
P=‘E’(0X45) nocardin

P="W’ (0x57)  card is not i

Note: Sector No.= 0x0(
ch sector: 0x00 0x01 0x02 0x03, S70 has 4

blocks

each sactor from Secto

9.1.5 Write data on sec
Host sends:
0x02 | 0x00 | 0x14 | 0x35 /Sector No. | Block No. 16 byte hex Data | 0x03 | BCC

Reader writes data successfully and returns:
0x02 | 0x00 | 0x15 | 0x35 | 0x34 | Sector No. | Block No. | P | 16 byte hex Data | 0x03 | BCC

Operation status byte: P= ‘Y’ (0X59)
Write sector block data successfully and upload 16 byte data that is written

Reader fails to write sector block data and returns:

0x02 | 0x00 | 0x05 | 0x35 | 0x33 | Sector No. | Block No. | Operation status byte P | 0x03 | BCC

Operation status byte
P=°0"(0X30) cannot seek RF card
P=°1"(0X31) operated sector No. is wrong (not the sector by password checked)

P=2"(0X32) S/N of operated card error
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P=3"(0X33) password error

P=°4>(0X34) block data written error

P=“E’ (0X45) no card in reader

P=‘W’ (0x57) card is not in the right position where it can be operated.

Note: Sector No.= 0x00 ~0x28 (S50 Card Sector No.=0x00 ~0x0F, S70 Card Sector No.=0x00 ~0x28)

Block No.= 0x00 ~0x0F (S50 has four blocks for each sector: 0x00 0x01 0x02 0x03, S70 has 4

blocks for each sector from Sector 0 to Sector 31: 0x00 0x01 0x02 0x03, and it has 16 blocks
for each sector from Sector 32 to Sector 39: 0x00~0x0F)

For S50&S70 the Block No. 0X03 of each sector from Sector 0 to Sector 31 and the Block No. 0XOF of

each sector from Sector 32 to Sector 39 of S70 card is the storage area for KEYA, Control byte and

KEYB. And write on this block may lead card locked and uselgs3 ke cautious when operate to

this block. To find detail in Philips M1 card specification.

9.1.6 Modify password
This operation can modify password of KEYA only, and ch E. 0xFF, 0xFF, OxFF,

0xFF”; at the same time modify the storage area to: “OxF default setting)

Host sends: (\

0x02 | 0x00 | 0x09 | 0x35 | 0x35 | Sector No. hex Passw 0x03 | BCC
Sector No.= 0x00 ~0x28(For S5 = F, For S%%(’ﬁor No.= 0x00~0x28)
Reader returns: { \}@X\A
0x02 | 0x00 | 0x04 | 0x35 SN N;) eratiohstatus dfe P | 0x03 | BCC
Operation status by
pP=- sword change

P= X (0X30) can e

X31) operate tor s wrong (not the sector by password checked)

P=°2( erated’card error

P=‘E’(0X45) n
P=‘W’ (0x57) card is not in the right position where it can be operated.
To change operation password of sector (KeyA or KeyB) and ACW completely, write block 3 data of each sector
after checking password successfully.

The format as below (see details in PHILIPS M1 card specification):

0 1 2 3 4 5 6 7 8 9 10 | 11 12 |13 |14 |15

6 byte KeyA password 4 byte ACW 6 byte KeyB password

9.1.7 Increment Operation
Host sends:
0x02 | 0x00 | 0x08 0x35 | 0x37 | Sector No. | Block No. 4 byte hex data 0x03 | BCC
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4 byte hex data is the increased value of appointed sector block (low byte in front, high byte behind).
Eg. The sector 5 block 0 need to increase to 0x10, the 4 byte hex data are: “0x10, 0x00, 0x00, 0x00”
Reader returns:

0x02 | 0x00

0x05 | 0x35 | 0x37 | Sector No. | Block No. 0x03 | BCC

Operation status byte P

Operation status byte

P= 10 ‘(0X30) cannot seek RF card

P=°1"(0X31) operated sector No. is wrong (not the sector by password checked)
P= 2" (0X32) S/N of operated card error

P= 3" (0X33) password error

P=°4’(0X34) format of block data error (not written in a value fo

P=°5"(0X35) increment over load

P=‘E’ (0X45) no card in reader

P= Y’ (0X59) operation successful

P="W’ (0x57) card is not in the right position

star No.=0x00 ~0x28)
0x02 0x03, S70 has 4
03, and it has 16 blocks for

9.1.8 Decrement operation
Host sends:

0x02 | 0x00

35 0x03 | BCC

0x08 A 0x35 \\w38) |

~N
4 byte hex data isthe decreased v

4 byte hex data

cannot be 0, otherwyse,

Reader returns:

0x02 | 0x00 | 0x05 0x3\§\\0{37 Block No. | Operation status byte P 0x03 | BCC
Operation status byte ~—
P=0" (0X30) cannot seek RF card
P=°1"(0X31) operated sector No. is wrong (not the sector by password checked)
P=2"(0X32) S/N of operated card error
P=3"(0X33) password error
P=4"(0X34) format of block data error (not written in a value format)
P=°5"(0X35) increment over load
P=‘E’ (0X45) no card in reader
P= Y’ (0X59) operation success
P="W’ (0x57) card is not in the right position where it can be operated.
Note: Sector No.= 0x00 ~0x28 (S50 Card Sector No.=0x00 ~0x0F, S70 Card Sector No.=0x00 ~0x28)
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Block No.= 0x00 ~0xOF (S50 has four blocks for each sector: 0x00 0x01 0x02 0x03, S70 has 4
blocks for each sector from Sector 0 to Sector 31: 0Xx00 0x01 0x02 0x03, and it has 16 blocks for
each sector from Sector 32 to Sector 39: 0x00~0x0F)

The last block of each sector could not do Increment and Decrement Operation

9.1.9 Value initialization
Executed by writing block data command, write 16 byte data according to MIFARE value format. The format

as below:
0 1 2 3 4 5 6 7 8 9 10 | 11 12 13 14 15
Value /Value Value ~Qir /Adr | Adr | /Adr

Value: the initializing 4 byte value, low byte of the value in front, higl(byte belnd

/Value: value opposite the initializing 4 byte value

Adr: the block address of the initializing value: Adr= sectdr No: X4
/Adr:  value opposite of the initializing block address

The last block of each sector could not do Increment

NOTE:

9.2. 24CXX Series Card Operation (24C01, 24C02, 24C04, 24C08, 24C16, 24C32, 24C64)

9.2.1 Card type setting

Host sends:

0x02 | 0x00 | 0x03 | 0x36 | 0X30 | Card type N | 0x03 | BCC

N=0x30 Set card as 24C01 128BYTE ADR=0x0000—0x007F
N=0x31 Set card as 24C02 256BY TE ADR=0x0000—0x00FF
N=0x32 Set card as 24C04 512BYTE ADR=0x0000—0x01FF
N=0x33 Set card as 24C08 1K BYTE ADR=0x0000—0x03FF
N=0x34 Set card as 24C16 2K BYTE ADR=0x0000—0x07FF
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N=0x35 Set card as 24C32 4K BYTE ADR=0x0000—0x0FFF
N=0x36 Set card as 24C64 8K BYTE ADR=0x0000—0x1FFF
Reader returns:
0x02 | 0x00 | 0x04 | 0x36 | 0X30 | Card type N | Operation status byte P | 0x03 | BCC
P= ‘N’ (0X4E) set card unsuccessfully
P=Y" (0X59) set card successfully
P=“E’ (0X45) no card in reader
P=‘W’ (0x57) card is not in the right position where it can be operated
9.2.2 Read card
Host sends: /N
0x02 | 0x00 | 0x06 | 0x36 | 0x31 | Card type Operatlon ﬁrst addres Op tion length 0x03 | BCC

N
Operation length L=0X01~0X80: 1 BYTE <L <128 BY,
Operation first address 2 BYTE: effective address d ed on capasity of car
Reader returns:
BCC

Read card successfully and return: P= ‘Y’ ((@5{
0x36 | 0x31 Card S t10n Operatlon Data | Ox
) e first addr sA length L read 03

package Length %Y
/\ \Z\bx‘[e n byte

(2 byte)
R

AN
Communication Packag¢T gngth="% X0 Qn length L
Fail to read card and retugx; \
0x03 | BCC

0x02 | Communication

0x02 | 0x00 | 0x04 | PS03\ Capiliype N NQperatighStatus byte P
P= ‘N’ (0X4 fail t; read ¢ \2/
P=‘E’ (0X45)
ight pdsition where it can be operated.

P="W’ (0x57)

9.2.3 Write card
9.2.3.1 Write without parity

Host sends:
0x02 Communication 0x36 | 0x32 Card Operation | Operati | Data | 0x03 | BCC
package Length type N | first address on read
(2 byte) 2 byte length L | n byte
Note: Communication Package Length= 6 + operation length L
Operation length L=0X01~0X80: 1 byte <L < 128 byte
Reader returns:
Operation status byte P | 0x03 | BCC

0x04 | 0x36 | 0x32 | Card type N

0x02 | 0x00
P= Y’ (0X59) write card successfully
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P= ‘N’ (0X4E) fail to write card

P=‘E’(0X45) no card in reader

P=‘W’(0x57) card is not in the right position where it can be operated.

9.2.3.2 Write with parity

Host sends:
0x36 | 0x33 | Card | Operation | Operation | Data | 0x03 | BCC

type | first address | length L read
n byte

0x02 Communication
package Length
(2 byte)
Note: Communication Package Length= 6 + operation length L
Operation length L=0X01~0X80: 1 byte <L < 128 byte

Reader returns:
Write card successfully with parity and return: /(\ <\

0x36 | 0x33 | Card peration ead data
type ngth L itte 7

N 2 byte

BCC | 0x02

0x02 Communication

package Length
(2 byte)

N
Communication Package Length= 7 + opg&ration 1ength L \j
Fail to write card and return:

Reader returns:
0x36 | 0x33 type OperM\m{ P | 0x03 | BCC

te

0x02 | 0x00 | 0x04
P= ‘N’ (0X4E) fail to
P=‘E’ (0X45)
P="W’ (0x57)

€ it can be operated.

9.3. Contact CPU
9.3.1 CPU card cold reset

Host sends:

0x02 | 0x00
Reader operates successfully and returns: operation status byte P
0x30 operation Length of reset
data package 2 n byte

resent)

0x02 | 0x37 | 0X30 | 0x03 | BCC

=Y’ (0X59) (T=0 CPU card)
Data reset 0x03 | BCC

0x02 | Communication | 0x37
status

package length
byte P byte

2 byte

Communication package length=5+ length of data reset n

Reader operates successfully and returns: operation status byte P= ‘Z’ (0X5A) (T=1 CPU card)
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0x02 | Communication | 0x37 0x30 operation Length of reset Datareset | 0x03 | BCC
package length status data package 2 n byte
2 byte byte P byte
Communication package length=5+ length of data reset n
Reader fails to operate and returns:
0x02 | 0x00 | 0x03 | 0x37 | 0x30 | Operation status byte P | 0x03 | BCC
P= ‘N’ (0X4E) fail to reset
P=“E’(0X45) no card in reader
P=‘W’(0x57) card is not in the right position where it can be operat
9.3.2 CPU card warm reset (Just reset when it is already p
Host sends:
0x02 | 0x00 | 0x02 | 0x37 | OX2F | 0x03 | BCC
Reader operates successfully and returns: operation status AN ‘Y’ (0 Uc
0x02 | Communication | 0x37 0x2F operation en f reset Datareset | 0x03 | BCC
package length staty dafp&cka €2 w
2 byte byte \ byte
Communication package length= Ie.n;E of data\gset >/
Reader operates successfully and retur&aﬁo tatus\sgs\{\ A) (T=1 CPU card)
0x02 | Communication | 0x3 < tio eg\%&of ;gset Datareset | 0x03 | BCC
package length < st a‘package 2 n byte
2 byte ﬁi\ 7 byte P byte
Communication\pgackage length= W eset n
Reader fails to operate and re : \%
0x02 | 0x00 | 0x03 | 0x37 \_Q&ration status byte P | 0x03 | BCC
P= ‘N’ (0X4E) fail to reset
P=“E’(0X45) no card in reader
P=‘W’ (0x57) card is not in the right position where it can be operated.
9.3.3 T=0 CPU card C-APDU operation:
Host sends
0x02 | Communication | 0x37 | 0x31 C-APDU package C-APDU 0x03 BCC
package length length 2 byte package n

2 byte

byte

Communication package length=4+ C-APDU package length n ( n(max)=262 )
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Reader operates successfully and returns: operation status byte P= ‘Y’ (0X59)
0x02 Communication | 0x37 | 0x31 operation C-APDU C-APDU 0x0 | BC
package length 2 status byte | operation return Operation 3 C
byte P package length | return package
2 byte 2 byte
Communication package length=5+ C-APDU return package length n (n(max)=257 byte)

Reader fails to operate and returns
0x02 | 0x00 | 0x03 | 0x37 | 0x31 | Operation status byte P | 0x03 | BCC
P= ‘N’ (0X4E) fail to reset
P=°‘E’(0X45) no card in reader
card is not in the right position where it can be opera
nd of I=0/T=1 according to reset

P="W’ (0x57)
For the operation of CPU Card C-APDU, please select the correspond co

card type.
: /\@
U joz, BCC

9.3.4 T=1 CPU card C-APDU operation
0x37 | 0x32 | C-APDU\Rack C-

0x02 | Communication
th 2 byte

package length
2 byte \ te
( n(max%2/2 )

Communication package length=4 —AP% packa
s: ratloxs@tus by¥\P= ¢ 9)
7
/opoxati C-APDU | 0x0 | BC

ackage

Reader operates successfully and return
0x02 | Communication JARIIINOX yc-APDU
package length 2 eration return Operation 3 C
byt N package length | return package
2 byte 2 byte
Communication pa ¢ length=5+ C%\%retum package length n (n(max)=257 byte)
Reader fails to operate arl\z}z\\{\
0x02 | 0x00 | 0x03 | 0x37 \/pyratlon status byte P | 0x03 | BCC

P= ‘N’ (0X4E) fail to reset

P=“E’ (0X45) no card in reader
card is not in the right position where it can be operated

P=W’ (0x57) i i
For the operation of CPU Card C-APDU, please select the correspond command of T=0/T=1 according to reset

card type.

9.4. SIMENS SLE4442 Card Operation
9.4.1 SLEA4442 card reset

Host sends:
0x02 | 0x00 | 0x02 | 0x38

0x03 | BCC

0X30
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Reader operates successfully and returns: operation status byte P= ‘Y’ (0X59)
operation status byte P Reset data 0x03 | BCC

0x02 | 0x00 | 0x07 | 0x38 | 0x30

package 4 byte

Reader fails to operate and returns:
0x02 | 0x00 | 0x03 | 0x38 | 0x30 | operation status byte P | 0x03

P= ‘N’ (0X4E) fail to reset

P=°‘E’(0X45) no card in reader
card is not in the right position where it can be operated.

BCC

P="W’ (0x57)
9.4.2 Read 4442 main memory
Host sends:
0x02 | 0x00 | 0x04 | 0x38 | 0X31 | Read first address | Read length /KQ
ADR 1 byte L 1 byte
ADR= 00-FF
L = 0x01-0x80

Operation length L=0X01~0X80, 1 byte <L <128
Main memory of 4442 has 256 bytes; please be

range.
Reader operates successfully and returns: op\eration%k

atjon addydss and length within valid

9)
0x02 | Communication | 0x38 | 0x3 %ation R rst }%2 Read data | 0x03 | BCC
length stagus dres length L L byte
2 byte 3 R 7

Communication lengtk=Q* read legxth L \7
Reader fails to operat?a/nd\\r:\wu
Read length L | 0x03 | BCC

0x02 | 0x00 | O dx 0)&58 atiM Read first address

\@us fe P ADR
P= ‘N’ (0X4E) fail toxead card

P=°E’(0X45) no cardin
P=‘W’(0x57) card is not in the Tight place where it can be operated.

//Zj

er

9.4.3 Read 4442 protection area

Host sends:
0x02 | 0x00 | 0x02

0x38 | 0x32 | 0x03 | BCC

operation status byte P= Y’ (0X59)
32 byte protection bit | 0x03

Reader operates successfully and returns:

0x02 | 0x00 | 0x23 | 0x38 | 0x32 | operation status byte P
Each bit in Protection Memory is corresponding with the protection status of the same address in Main Memory.

BCC

The address ranks from low to high.
Protection bit=0x00 Protect bit valid, can not write this byte
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Protection bit=0x01 Protect bit invalid, can write the data of this byte

Reader fails to operate and returns:

0x02 | 0x00 | 0x03 | 0x38 | 0x32 | operation status byte P | 0x03 | BCC

P= ‘N’ (0X4E) fail to read card
P=‘E’(0X45) no card in reader
P=‘W’ (0x57) card is not in the right position where it can be operated.

When read the protection area, it can read all 32byte protection status from 4442 Card at once.

9.4.4 Read 4442 PSC area
Host sends:
0x02 | 0x00 | 0x02 | 0x38 | 0X33 | 0x03 | BCC
Reader operates successfully and returns: operation stat /J{ e P=°Y 59)

0x02 | 0x00 | 0x07 | 0x38 | 0x33 | operation status byye P\\Security drendata packyee ¥byte | 0x03 | BCC
\J

N

N
word error coun

First byte in Security Area data package: pa§

Password error counter=6 pass 1 is 0),0x06 (password error amount is 1), 0x04

Reader fails to operatg and returns:
0x02 | 0x00 | 0x03 \D38 | 0x33 | opeation stae byte P | 0x03 | BCC
P= ‘N’ (0X4E) fail toead
P=“E’(0X45) nocardi
P="W’(0x57) cardisnotint

(password error amount is 2),4)

t position where it can be operated

9.4.5 Password parity:
Host sends:

0x02 | 0x00 | 0x05 | 0x38 | 0x34 | Password data, 3 byte 0x03 BCC

Reader operates and returns:
0x02 | 0x00 | 0x03 | 0x38 | 0x34 | operation status byte P | 0x03 | BCC

P= Y’ (0X59) Password correct

P=‘N’(0X4E) Password error

P=°‘E’(0X45) No card in reader

P=‘W’ (0x57) card is not in the right position where it can be operated
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9.4.6 Write main memory (00H-FFH)
Host sends:
0x02 | Communication | 0x38 | 0x35 | Write first address | Write length | Write data | 0x03 | BCC

length 2 byte ADR (1 byte) L L byte

Communication length = 4+ write length L
Operation length L = 0x01~0x80, 1 byte <L < 128 byte

Reader operates and returns:
0x02 | 0x00 | 0x05 | 0x38 | 0x35 | operation status | Write first address AR | Write length | 0x03 | BCC
byte P /D\ L
P= Y’ (0X59) write successfully
P=°‘N’(0X4E) fail to write
P=“E’(0X45) no card in reader
P="W’(0x57)  card is not in the right position w
9.4.7 Write-protect memory (ADR: 0x0000- 31 L=32 BY
Host sends: \
002 | 0x00 | 022 | 0x38 | 0x36 ;;fb‘yt\wrodu&{.égwos B(}% v
Note: Communication package length R
Adr gie ORwrith GreSon. mxm
Len x20
Sbyte Sta e pack S
Len byte : ¢ Nihe data~which 9hauld be write-protect. When the write-protect data is the
) age unit, then executing write-protect will succeed. Or the

e ranks of ADR and len, it can write protection for every unit byte.

When it is in operation we should confirm

Reader operates and returns:

0x02 | 0x00 | 0x03 | 0x38 | 0x36
P=°Y’ (0X59) write successfully
P= ‘N’ (0X4E) fail to write

P=“E’ (0X45) no card in reader
card is not in the right position where it can be operated

0x03 | BCC

operation status byte P

P="W’ (0x57)

9.4.8 Modify password

Host sends:
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BCC

0x02 | 0x00 | 0x05 | 0x38 | 0x37 | Password data 3 byte | 0x03

\

Reader operates and return

0x02 | 0x00 | 0x03 | 0x38
P=°Y’ (0X59) password changed successfully

BCC

0x37 | operation status byte P | 0x03

P= ‘N’ (0X4E) fail to change password

P=°‘E’(0X45) no card in reader

P="W’ (0x57) card is not in the right position where it can be operated

9.5. SLE4428 Card Operation
9.5.1 Reset

Host sends:

0x02 | 0x00 | 0x02

0x39 | 0X30 | 0x03 | BCC
ssfully and returns: operation status b/yt’e\g L (0X59)

Reader operates succe =
0x39 | 0x30 | operation statusp»}/{eif\ ﬁaset\%t{package\%\lgyte \0}903 BCC
7

0x02 | 0x00 | 0x07

Reader fails to operate and returns:
0x02 | 0x00 | 0x03 | 0x39 | 0x30 operation%ﬂksbyteP O?GK{ BCC

P= ‘N’ (0X4E) fail to reset
P=‘E’ (0X45) no card in reader

P=W’ (0x57) card is not in the'fi

9.5.2 Read 4428 main m (wi
Host sends:
0x02 | 0x00 0x0§\ 0x39 | 0X3 1N\ Readfisst addréss | Read length L 1 byte | 0x03 | BCC
DR 2%byte
ADR=0000-03FF D%
L =0x01- 0x80
Z L <128 byte

Operation length L=0X01~0X80,
Main memory of 4442 has 1K byte; please cautious about operation address and length within valid range.

Reader operates successfully and returns: operation status byte P = ‘Y’ (0X59)
0x02 | Communication | 0x39 | 0x31 | operation | Read first Read Read 0x03 | BCC
length 2 byte status address length data
byte P 2 byte L 1bye | L byte
Communication length=6+ read length L
Reader fails to operate and returns:
0x02 | 0x00 | 0x06 | 0x39 | 0x31 operation Read first address Read length L 0x03 | BCC
status byte P 2 byte 1 byte

P= ‘N’ (0X4E) fail to read
P=‘E’(0X45) no card in reader
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P=‘W’ (0x57) card is not in the right position where it can be operated

9.5.3 Read 4428 protection bit

Host sends:
0x02 | 0x00 | 0x05 | 0x39 | 0X32 | Read first address | Read length | 0x03 | BCC

ADR 2 byte L 1 byte

ADR=0000-03FF

L =0x01- 0x80

Operation length L=0X01~0X80, 1 byte <L < 128 byte

Main memory of 4442 has 1K byte; please cautious about operation address and length within valid range.

e address in Main Memory.

Each bit in Protection Memory is corresponding with the protection st

The address ranks from low to high.
Protection bit=0x00 Protect bit valid, can not change the data

Protection bit=0x01 Protect bit invalid, can change the data o

Reader operates successfully and returns: operation sta

0x02 | Communication | 0x39 | 0x32 atlon \ %ﬁotection bit | 0x03 | BCC
first ad data L byte

length 2 byte statu! ength L 1
N K 2 byte ﬂ\%
Communication length=6+ rea gth L 3/
Reader fails to operate and returps: g//(\a
0x02 | 0x00 | 0x06 0xsg@ opoaia status | 1%\@ﬁrst add 2 | Readlength L | 0x03 | BCC
AN byt byte 1 bye
lto@

<

P=‘N’ (0X4E)
P=E’ (0X45)
P="W’ (0x57) card\ where it can be operated
9.5.4 Password parity

Host sends:
0x02 | 0x00 | 0x04 | 0x39 | 0x33 | Password data 2 byte | 0x03 | BCC

Reader operates and returns
0x02 | 0x00 | 0x03 | 0x39 | 0x33 | Operation status byte P | 0x03 | BCC

P= Y’ (0X59) password correct
P= ‘N’ (0X4E) password error
P=“E’ (0X45) no card in reader

P=‘W’ (0x57) card is not in the right position where it can be operated

9.5.5 Write data (without protection bit)
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Host sends:

0x02 | Communication length | 0x39
2 byte

Communication length = 5+ write length L

0x34 | write first add | write length write data | 0x03 | BCC

ADR 2byte L 1 byte

L byte

Range of address=0x0000—0x03FF;

Operation length L=0X01~0X80, 1 byte <L <128 byte
Note: Last three byte (0x03FD, 0x03FE, 0x03FF) is the key error counter of 4442 card; please do not operate

these bytes for it is easy making card useless.

Reader returns:

0x02 | 0x00 | 0x06 | 0x39 | 0x34 Operation status Write first ad Write length 0x03 | BCC
byte P ADR 2 (\ \L 1 byte

P= Y’ (0X59) write successfully
P=‘N’(0X4E) fail to write
P=“E’ (0X45) no card in reader
P="W’ (0x57) card is not in the right position wh

9.5.6 Write data (with protection bit) O\

0x02 | Communication length 0x39 | 0x3 \ ite first add ite length | write data | 0x03 | BCC
2 byte N \Q te te L byte

Y » M

ey error counter, key byte 1 and key byte 2 of 4442

aking card useless. Meantime, it can’t be modified once

Communication length = 5+ w
Range of address=0x000
Operation length L=0X(
Note: Last three 0
card, please do ©§t operate these\bytesfaiiti
write protection Byt

Reader returns:

0x02 | 0x00 | 0x06 | 0x39 \E\Q:}peraﬁon status | Write firstadd |  Write length | 0x03 | BCC
byte P ADR 2 byte L 1 byte

P=°Y’ (0X59) write successfully
P= ‘N’ (0X4E) fail to write

P=“E’(0X45) no card in reader
card is not in the right position where it can be operated

P="W’ (0x57)
9.5.7 Modify password

Host sends:
0x02 | 0x00 | 0x06 | 0x39 | 0x36 | Original password data 2 byte | New password data 2 byte | 0x03 | BCC

Reader returns:

0x02 | 0x00

0x03 | BCC

0x03 | 0x39 | 0x36 | Operation status byte P
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P=°Y’ (0X59) password changed successfully
P= ‘N’ (0X4E) fail to change password

P=“E’(0X45) no card in reader

P=‘W’ (0x57) card is not in the right position where it can be operated

9.6. AT88SC102 Operation
9.6.1 Reset:

Host sends:
0x02 | 0x00 | 0x02 | Ox3A | 0x30 0x03 | BCC

Reader returns:
0x02 | 0x00 | 0x03 | 0x3A | 0x30 | Operation status bit P

Operation status bit P= Y’ (0X59) reset successfully

P= ‘N’ (0X4E) fail to reset
P=“E’(0X45) no card in radet

9.6.2 Main password modify
Main password (2 byte), erase passw,

Host sends:

0x02 | 0x00 | 0x04 | 0x3A

Reader returns: 4
0x02 | 0x00 | 0x04 /% \QEB\I stwor\dv\\b@ peration status byte P
P=Y" (0X rd prrfy successful

= ‘N’ (0X4E) %aﬁty failure

noxgrd in reader
card useless (after password parity failure overrun the permission times,

BCC

0x03 | BCC

Operation status by

card useless)
card is not in the right place where it can be operated

P="W’ (0x57)

Under safety grade 1 mode, all units can be read after the main password parity.

Under safety grade 2 mode, units except password memory unit, can be read after the main password parity.

9.6.3 Read memory zone (application zone 1, application zone 2, control zone)

Host sends:

0x02 | 0x00 | 0x05

0x3A | 0x32 | Zone | Read application first Read application 0x03 | BCC

code | address adr 1 byte length

len 1 byte

Note: zone code=0x30  control zone  (control zone= units except application zone 1, 2)

=0x31 application zone 1 (64 byte address range 0x16-0x55)
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=0x32  application zone 2 (64 byte address range 0x5C-0x9B)
0x02 | Communicati 0x3A | 0x32 | Zone | Operation Read Read Read data | 0x03 BCC
on code status application application | Len byte
length L byte P first address | zone length
2 byte adr 1 byte len 1 byte
Reader operation successful returns: operation status byte P= Y’ (0X59)
Communication length L=5+ read application zone length len
Reader operation failure returns:
0x02 | 0x00 | 0x06 | 0x3A | 0x31 | Zone code | Operation status byte P 0x03 | BCC
fail to read

P= ‘N’ (0X4E)
P=‘E’ (0X45) no card in reader
card is not in the right place where it can be operated

P="W’ (0x57)
apand is needed,

9.6.4 Erase memory zone (Prepare to write data. Before wxite d

then write data process will be correct.)

9.6.4.1 Erase application zone under safety mode 1
Host sends: (\
0x02 | 0x00 | 0x05 | 0x3A | 0x33 Zone memory zonghead | Erase memory zone | Ox | BCC
m m& 1\;% length len 1 byte | 03
Zone code \Y% v
B=0x30 erase contre ode
B=0x31 erase gfip
B=0x32 e € 2
Reader returns:
0x02 | 0x00 OXOS \éorm Operation status byte P 0x03 | BCC
Operation status byte s}%sﬁll
failure
no card in reader
P=‘W’ (0x57) card is not in the right place where it can be operated
9.6.4.2 Erase memory zone 1 under safety mode 2
Host sends:
0x02 | 0x00 | 0x09 | 0x3A | 0x33 | 0x33 | Erase password data package 6 byte | 0x03 | BCC
Reader returns:
0x02 | 0x00 | 0x05 | Ox3A | 0x33 Zone code | Operation status byte P | 0x03 | BCC
=Y’ (0X59) successful

Operation status byte P
P=‘N’(0X4E) failure

P=‘E’(0X45) no card in reader
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P=‘W’ (0x57) card is not in the right place where it can be operated

9.6.4.3 Erase application zone 2 under safety mode 2

Host sends:
0x02 | 0x00 | 0x08 | 0x3A | 0x33 | 0x34 | EC2 | Erase password data package 4 byte | 0x03 | BCC

Erase fuse status operation byte EC2 =0x30 Erase unfused application zone 2

=0x31 Erase fused application zone 2

Reader returns:
0x02 | 0x00 | 0x05 | Ox3A | 0x33 Zone code | Operation status P 0x03 | BCC

Operation status P= ‘Y’ (0X59)  successful
P=‘N’(0X4E) failure
P=°‘E’(0X45) no card in reader

P=‘F’ (0X46) the zone 2 useless, can read pf
P="W’ (0x57) card is not in the right pla

password of application zone 1 and appli

all the application zone.

9.6.5 Write memory zone (applis¢a{in zo
Host sends:
0x02 | Communication ¢~ 0x3A 34 one iéb?emory Write memory Write data | 0x03 | BCC
length A c ;v;e address zone length length
2 byt (\ @ adr 1 byte lenl byte Len byte

Communication length D5d Write data len en\/
Reader returns: \

0x02 | 0x00 | 0x06 | 0x3AN0x34 | ZPhe code | Operation status P | 0x03 | BCC
P= Y’ (0X59)  write card successfal
P=‘N’(0X4E) write card failure

P=“E’(0X45) no card in reader

P=‘W’ (0x57) card is not in the right position where it can be operated
Under safety mode 1, all units can erase and write as long as main password checked. To prevent modifying
password memory unit and result in card useless, some data cannot write in control zone unit liberty.
Under safety mode 2, can only erase and write application zone units after main password checked, all control zone

units cannot be erased and written. Application zone can be written only after main password checked and erase

password checked successfully.

9.6.6 Modify password: (control zone password, application zone 1 password, application zone 2 password )
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Host sends:

0x3A | 0x35 Zone New password length 0x03 BCC

0x02 | Communication length

L 2 byte

Communication length L=3+ New password length len

code Len byte

password data:2 byte
password data :6 byte
password data :4 byte

Zone code=0x30 modify control zone password,
=0x31 modify application zone 1 password,
=0x32 modify application zone 2 password

Reader returns:
0x02 | 0x00 | 0x04 | 0x3A | 0x35 | Zone code

Operation status P 0x03 | BCC

P=°Y’(0X59) modify password successful
P=‘N’(0X4E) modify password failure

P=°‘E’(0X45) no card in reader

card is not in the right position where it can b¢(operated

P="W’ (0x57)
Only under the safety mode 1 and check main password corr

9.6.7 Personalized operation, enable card
HOST SENDS:

0x02 | 0x00 | 0x03 | 0x3A | 0x36 | Speration moXx N cc

Operation mode F=0x30 en

Reader returns:

0x02 | 0x00 | 0x04
P= Y’ (0X59)
P= ‘N’ (0X4E)

P=‘E’ (0X45) no card in rea
P=‘W’ (0x57) card is not in the right position where it can be operated

Before enter safety mode 2, Make sure of the password of application zone 1, 2 have been set. The 1* byte of

application zone 1: (0x16) and the 1* byte of application zone 2: (0x5C). They are the authorization of control

Operation status P 0x03 | BCC

these units. Do not modify them.
If want to write data in this zone after enter safety mode 2, notice that the whole block of application zone will be

erased, so make sure to save the data before new data written in.
Simultaneity, these application zones are under control of the fuse counter. If the fuse counter works, it will be

written less then 128 times. And if the fuse counter doesn’t work, the write times will be the max card write

operation times (100,000 times)
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9.6.8 The zone 2 erase counter operation byte EC2, Set to be invalidate operation
Host sends:
0x02 | 0x00 | 0x02 | 0x3A | 0x37 | 0x03 BCC

Reader returns:
0x02 | 0x00 | 0x03 | Ox3A | 0x37 | Operation status P 0x03 | BCC

P=Y"(0X59) successful
P=‘N’(0X4E) failure
P=“‘E’ (0X45) no card in reader
P=‘W’ (0x57) card is not in the right position where it can be operated

Executing this operation before entering the personalized operation is unlimited-the erase times of card application
ard\application zone 2 defaults

zone 2 under safety mode 2. Otherwise, after complete the setting of mode
erase times limit is effective under safety mode 2 (128 times). There’s no wak{e ¢l)the 128 erase times limit,
if the erase limit in the zone 2 canceled. Also, when the setting is
limited mode.

At the same time, user should save the EC2 operation st
erase and write application zone 2 (the erase password

parameter

9.7. AT8851604 Card Operatj
9.7.1 Reset

Host sends:

0x02 | 0x00 | 0x02 | 0xaB Lox30 w03\ | Bcc\ P

Reader returns: //-\ ) k ) /
0x02 | 0x00 | 0x03(} 0x38 | 0x30Qperaton statiy Hte P | 0x03 | BCC
= Y7 (0X59) \duccesshd

faljyre

Operation status byte

no card in reader

=W’ (0x card is not in the right position where it can be operated

9.7.2 Verify password:

Host sends:
0x02 | 0x00 | 0x05 | 0x3B | 0x31 | Password zone code 1 byte | Password data 2 byte 0x03 | BCC

Reader returns:

0x02 | 0x00 | 0x04 | 0x3B | 0x31 Password zone code | Operation status byte P 0x03 | BCC

Operation status byte P= ‘Y’ (0X59)  successful
P=‘N’(0X4E) failure
P=‘F’ (0X46) card unused or application block unused
P=‘E’ (0X45) no card in reader




Password type code:

9.7.3 Read data:

Host sends:

=0x30
=0x31
=0x32
=0x33
=0x34
=0x35
=0x36
=0x37
=0x38

Verify main password

Verifty application zone 1 password
Verify application zone 1 erase password
Verify application zone 2 password
Verify application zone 2 erase password
Verify application zone 3 password
Verify application zone 3 erase password
Verify application zone 4 password

Verify application zone 4 erase password
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P=‘W’ (0x57)  card is not in the right position where it can be operated

B\

0x02 | 0x00

0x06

0x3B

0x32

Zone code

1 byte

cration
dreds QA byte
A\

N1 )

BCC

4

Reader

operation successful returns: P= Y’ (0x

)

0x02

Communication
length L
2 byte

0x3B

0x32 | Zone

operék\\\
4%3

Operation | data | 0x03

ngth n byte

1 byte

BCC

Communication

Reader operation failure re

length:

N
2

0x02 | 0x00

0x0

6@

s byte
P

x33 |
AS

Operation
address

2 byte

Operation 0x03
length

1 byte

BCC

P=‘N" fail

to read

P=°‘E’ no card in reader

P=‘W’ (0x57) card is not in theTi

Operation address range: 0x000----0x7FF

t position where it can be operated

operation length range: 0x01-0x80

Zone code: = 0x30

zone 1 (0x020 --- 0x21A)

(0x21B - 0x420)

(0x622 - 0x7F5)

other zone (zones except zone 1, 2, 3)

=0x31 zone 2
=0x32  zone 3 (0x421 ---- 0x621)
=0x33 zone4d
=(0x34
9.7.4 Erase data

Host sends:
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0x02 | 0x00 | 0x06 | 0x3B | 0x33 | Zone code | Operation Operation 0x03 | BCC
1 byte address length

2 byte 1 byte

Reader returns:

0x02 0x00 0x04 0x3B

0x33 Zone Operation 0x03 BCC

code status byte P

P=°Y’(0x59) successful
=‘N’(0x4E) failure

=‘E’(0x45) no card in reader

=‘W’(0x57)  card is not in the right position where it can be operate

Operation address range: 0x000----0x7FF

9.7.5 Write data: m

operation length: 0x0¥-Q

Host sends:
0x02 | Communication | 0x3B | 0x34 eration W}%a 0x03 | BCC
length L \%\&w\}?\ length
2 byte 1 byt n byte

Communication length L = 6 + n byte

4

Reader returns:
0x02 | 0x00 | 0x04 | 0x3B | 0x347
P= Y’ (0x59)
— N’ (0x4E)
— ‘B’ (0x45
— W’ (0x57

0x03 | BCC

Operation address ra

Zone code: = 0x30
=0x31
=0x32  zone 3 (0x421 ---- 0x621)

=0x33  zone 4 (0x622 -—- 0x7F5)

=0x34  other zone (zones except zone 1, 2, 3)

9.7.6 Modify password under mode 1:

Host sends:
0x02 | 0x00 | 0x05 | 0x3B | 0x35

0x03 | BCC

Password data 2 byte

Password type code 1 byte

Reader returns:
0x02 | 0x00 | 0x04 | 0x3B | 0x35

BCC

Operation status byte P 0x03

Password zone code

Operation status byte P= ‘Y’ (0X59)  successful
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P=‘N’(0X4E) failure
P=‘E’ (0X45) no card in reader
P=‘W’(0x57) card is not in the right place where it can be operated

Password type code: =0x30 Modify main password

=0x31 Modify application zone 1 password

=0x32 Modify application zone 1 erase password

=0x33 Modify application zone 2 password

=0x34 Modify application zone 2 erase password

=0x35 Modify application zone 3 password

=0x36 Modify application zone 3 erase password

=0x37 Modify application zone 4 password
=0x38 Modify application zone 4 erase passwor
Only can modify password under safety mode 1, under safety me¢( word, cannot modify

the password.

9.7.7 Personalized operation (Under safety mods)

Host sends: (\

0x02 | 0x00 | 0x03 | 0x3B | 0x36

Operation

Operation code = 0x30 simulate per:

=0x31 quit pers

=0x32 pers
Reader returns:
0x02 | 0x00 | 0x04 0x03 | BCC
Operation status byt P= ‘Y’ (0X
= ‘N’ (0X4E)
E’ (0X45) in reader
p= x57) )\card is not in the right position where it can be operated

9.8. AT45D041 Card Operation (2048 pages storage, each: 264 byte)
9.8.1 Reset

Host sends:
0x02 | 0x00 | 0x02 | 0x3C | 0x30 | 0x03 BCC

Reader returns:

0x02 | 0x00 | 0x03 | 0x3C | 0x30 | Operation status byte P 0x03 | BCC

Operation status byte P= ‘Y’ (0X59)  successful
P=‘N’(0X4E) failure
P=‘E’ (0X45) no card in
P="W’ (0x57) card is not in the right position where it can be operated




Operation status byte

P=°‘E’(0X45) no card in reader
P="W’ (0x57)

Page address: 0x0000---0x07FF

Host sends:

9.8.3 Write data: only support page write (264 byte)
r&\
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9.8.2 Read data: only support page read (264 byte)
Host sends:
0x02 | 0x00 | 0x04 | 0x3C | 0x31 | Page address 2 byte | 0x03 | BCC
Reader operation successful returns: P= Y’ (0X59)  read card successful
0x02 | 0x01 | 0x0D | 0x3C | 0x31 | Operation status | Page address 264 byte | 0x03 | BCC
byte P 2 byte card data
Reader operation failure return:
0x02 | 0x00 | 0x05 | 0x3C | 0x31 | Operation status byte P Page address 2 byte 0x03 | BCC
P=‘N’(0X4E) read card failure

0x0C | 0x3C | 0x31 P% add

3Byte | 264 bybadugd data | 0x03 | BCC
NS

Reader operation successful returns:

Reset data

0x02 | 0x01
Reader returns:
0x02 | 0x00 | 0x05 0x03 BCC
Operation status byte
9.9. SIM Card Operati rd reader with SIM card connector)
9.9.1 Reset SIM card: (For 1.8V, and 5.0V SIM Card)
Host sends:
0x02 | 0x00 | 0x03 | 0x3D | 0X30 | SIM card No. 0x03 | BCC
Reader operation successful returns: operation status byte P= Y’ (0X59) (For T=0 SIM Card)
0x02 | Communication | 0x3D | 0x30 | SIM operation | Reset data Reset | 0x03 | BC
length 2 byte card status package data C
No. byte P length 2 byte | n byte
Data package length=6+ reset data length n
operation status byte P=“Z’ (0X5A) (For T=1 SIM Card)
Reset | 0x03 | BCC

SIM operation

0x3D | 0x30

0x02 | Communication
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length 2 byte card status package data
No. byte P length 2 byte | n byte

Data package length=6+ reset data length n
SIM card connector No.=0x30  operate SIM card 1
=0x31  operate SIM card 2
=0x32  operate SIM card 3
=0x33  operate SIM card 4
=0x34  operate SIM card 5
=0x35  operate SIM card 6
=0x36  operate SIM card 7

=0x37  operate SIM card 8
Reader operation failure returns:

0x02 | 0x00 | 0x03 | 0x3D | 0x30 | SIM card No. | operatid{ statlisbyte P\ BR03. | BCC
P=“N’(0X4E) fail to reset W

Note: Operating the SIM card, we only could ope esettingsuccessfully. Please
aging the SIM card when

check the operation voltage of SIM card whet
you use the SIM card.
9.9.2 T=0 SIM card C-APDU command ope

Host sends A

v
0x02 | Communication | 0x3D % SIMycard D C-APDU | 0x03 | BcC
package length 0. packge lertgth | package
2 byte (\ 2 bye n byte

;f
4

Communication pa, engt <5+ PDU package lepgthn  (n=4--263byte)
Reader operation succegsful returns: W n stathigbyte  P= Y’ (0X59)

0x02 | Communicatiy\| 0x3D | 0x31 \S\l%\orsgation C-APDU C-APDU 0x03 | BCC
package length \\ \% status operation operation
2 byte \ No. | byte P returns package | returns package
X

length 2 byte n byte

Communication package length =6+ C-APDU operation returns package length n (n=4--263byte)

9.9.2 T=1 SIM card C-APDU command operation:

Host sends
0x02 | Communication | 0x3D | 0x32 | SIM card | C-APDU C-APDU | 0x03 | BCC
package length No. package length | package
2 byte 2 byte n byte

Communication package length =5+ C-APDU package length n  (n=4--263byte)

Reader operation successful returns: operation status byte P= ‘Y’ (0X59)

0x02 | Communication | 0x3D | 0x32 | SIM | operation | C-APDU C-APDU 0x03 | BCC
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package length card | status operation operation
2 byte No. | byte P returns package | returns package
length 2 byte n byte

Communication package length =6+ C-APDU operation returns package lengthn (n=4--263byte)

Reader operation failure returns:
0x02 0x00 0x04 0x3D 0x32 SIM card No.

operation status byte P 0x03 BCC

P= ‘N’ (0X4E) failure

9.10. Magnetic Card Operation

The initialized reading mode is reading track 1, 2, 3 via ASCII code after card rg ower on. When reset the

reader, still ASCII mode
9.10.1 According to the appointed mode read appointed tracks da

Host sends:
0x02 | 0x00 | 0x04 | 0x45 | 0x30 | Read card mode éppgint ﬁ\track
Read card mode: 0x30 read data in ASCII code ~ v

0x31 read data in binary code
Appointed track code: 0x30  do not read any trjch

0x31 read track 1

0x32

0x33

0x34

0x35

37

Reader returns:

0x02 | Communication \g 0x3 b;/rz?reading Appointed data package n 0x03 | BCC
length n byte \ mode track No. byte of track 1, 2,

\/ 3

Communication length: N =4 + 3 tracks data length
Reading mode: =0x30 be set to ASCII code reading mode, the upload data is in ASCII coding

=0x31 be set to binary code reading mode, the upload data is in binary coding

Notice: read data in binary code and the format of deferent data is:
Track 1: b0, bl, b2, b3, b4, P
Track 2, 3: b0, bl, b2, b3, P

Data package format of each tracks:
Starting byte + reading status byte + data of tracks

Starting byte: Ox1F
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Reading status byte:  0x59  correct data information of track if reading successful
0x4E  wrong information if reading error
0x4F  can not read, track data is 0XxEOQ
Error information:
0xEl  error,no STX
0xE2  error, no EXT
0xE3  error,no VRC
0xE4  error, wrong LRC
0xE5  error, blank track
When it is set in ASCII code reading mode, data of each track is uploaded i
Eg, First byte of track 1 0x03 (HEX)
Uploading data package is 0x33 (ASCII)

When it is set in binary code reading mode, data of each track i¢
Eg, First byte of track 1 0x03 (HEX)
Uploading data package is 0x30 0x33

9.10.2 According to the re-appointed modg
It only suits for the Reader with the Magnetic head at\Xe e
upload the magnetic card data. It is suitab
this command could move the card an data fgom magne
HOST sends: X

0x02 | 0x00 | 0x04 | 0x48{C0x31 NRyad Cachmode | Appoyised Track No. | 0x03 | Bce
ata fi

Read card mode:

Appointed track code:

0x32
0x33
0x34 read track 1, 2
0x35 read track 2, 3
0x36 read 1, 3 tracks
0x37 read all 3 tracks

Successful Operation returns:

one byte ASCII code.

0x02 | Communication 0x45 | 0x31 | Read card | Appointed data package n byte

length N byte mode Track No. of'track 1, 2, 3

0x03

BCC

Communication length: N = 4 + 3 tracks data length
Reading mode: =0x30 be set to ASCII code reading mode, the upload data is in ASCII coding
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=0x31 be set to binary code reading mode, the upload data is in binary coding
Notice: read data in binary code and the format of deferent data is:
Track 1: b0, bl, b2, b3, b4, P
Track 2, 3: b0, bl, b2, b3, P

Data package format of each tracks:

Starting byte + reading status byte + data of tracks

Starting byte: Ox1F

Reading status byte:  0x59  correct data information of track if reading successful
0x4E  wrong information if reading error
0x4F  can not read, track data is 0xEOQ

Error information:

0xEl  error,no STX
0xE2  error, no EXT
0xE3  error,no VRC

0xE4  error, wrong LRC
0xES

E.g, First byte of track 1
Uploading data package is
When it is set in binary code

E.g, First byte of track 1 Q
Uploading d:[a(féf% h

Failure operation retu

0x02 | 0x00 | 0x05 &445 0x31 R\i\cam Appointed Track No. | Error status byte P | 0x03 | BCC

Error status byte

9.11. AT88SC1608 Card Operation (Only for CRT-310 V3.0)
9.11.1 Reset
HOST sends:

0x02 | 0x00 | 0x02 | 0x3E | 0x30 | 0x03 | BCC

Reader operation returns:

0x02 | 0x00 | 0x03 | Ox3E | 0x30 | Operation status byte P | 0x03 | BCC

Operation status byte P=°Y’(0X59) successful
P=‘N’(0X4E) failure
P=‘E’ (0X45) no card in reader
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P=‘W’ (0x57) card is not in the right position where it can be operated

9.11.2 Verify Password
HOST sends:

0x02 | 0x00 | 0x06 | 0x3E | 0x31 | Password code | Password data 3 byte | 0x03 | BCC

Reader operation returns:

0x02 | 0x00 | 0x04 | 0x3B | 0x31 | Password code | Operation status byte P | 0x03 | BCC

Operation status byte P=°Y’(0X59) successful
P=‘N’(0X4E) failure
P=‘E’ (0X45) no card in reader

P=F" (0X46) card useless or application pg
be operated

P="W’ (0x57) card is not in the right position

Password type code: =0x30 Verify application zone 1 read p
=0x31 Verify application zone 2 1
=0x32
=0x33
=0x34
=0x35
=0x36
=0x37

DR [“tion Zyne
applicationZone 4 write password
app !b’ '

Verify|application zone 6 write password

ion zone 5 write password

application zone 7 write password/verify main password
=0x3F Verify application zone 8 write password

Note:

We can verify the password for each zone for only 8 times, if the password is error for all the8 times, the card

will be locked. And this block could not be read and written any more.

9.11.3 Read Data
HOST sends:

0x02 | 0x00 | 0x06 | 0x3E | 0x32 | Zone Operation first address 1 | Operation length 1 | 0x03 | BCC
Code byte byte

1 byte
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Reader operation successful and then returns: P="Y" ( 0x59)
0x02 | Communication 0x3E | 0x32 | Zone | Operation Operation Operation Data | 0x03 | BCC
package Code | status byte P | first address | length 1byte | n
Length L 2 byte 1 byte 1 byte byte
Communication package Length: L=7 +n byte
Fail to read card and return:
0x02 | 0x00 | 0x06 | Ox3E | 0x32 | Zone Operation status | Operation first | Operation 0x03 | BCC
Code byte P address length 1 byte
1 byte 1 byte

P= ‘N’ (0X4E) fail to read card
P=°‘E’(0X45) no card in reader

P="W’ (0x57) card is not in the right position where it can be operate

Operation address range:
Application Zone: 0x00----0xFF
Setting Zone: 0x00----0x80

Operation length range: 0x01----0x80

=0x31
=0x32
=0x33
= 0x34
=0x35
=0x36
= 0x37
=0x38

If want to read the application please)¢heck the Read Password first. If it is correct, then it can be read, or the

data read is invalid. For the data of S one, only the password zone (0x40---0x7F) is under protection. It

only can be read out after verifying the password and it is correct.

9.11.4 Write Data

HOST sends:
0x02 | Communication 0x3E | 0x33 | Zone Operation Operation Data 0x03 | BCC
package code 1 | first address length 1 byte | n byte
Length 2 byte byte 1 byte

Reader returns:
0x02 | 0x00 | 0x06 | Ox3E | 0x33 | Zone | Operation | Operation | Operation | 0x03 | BCC
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Code | status first length 1

P=Y" (0x59) Successful
P=E’ (0x4E) failure
P=‘E’(0X45) no card in reader
P=‘W’(0x57) card is not in the right position where it can be operated.
Operation address range:
Application Zone: 0x00----0xFF
Setting Zone: 0x00----0x80
Operation length range: 0x01----0x80
Zone Code: =0x30 application zone 1 (len=0x01—0x80)
=0x31 application zone 2 (len=0x01—0x80)
=0x32  application zone 3 (len=0x01—0x

=0x33  application zone 4 (len=0x01
=0x34  application zone 5 (len=0x01
=0x35
=0x36
= 0x37
=0x38

If want to write on the applicatig first. If it is correct, then it can be read, or

9.11.5 Read Fuse
HOST sends:
0x02 | 0x00 | 0x06 | Ox3E 34 o}\?3 BCC

. ~—__"
Reader success operation and returns: PW)

e password of setting zone, please refer to

0x02 | 0x00 | 0x06 | Ox3E 0x34 | Operation | Fuse  status | Fuse  status | Fuse status
status byte FAB byte CMA byte PER

byte P

0x03

BCC

Reader fail operation and returns:

0x02 | 0x00 | 0x06 | Ox3E | 0x34 | Operation status byte P | 0x03 | BCC

P="N" (0x4E) failure

P=E’> (0x45) no card in reader

P=W’ (0x57) card is not in the right position where it can be operated.
Fuse status byte FAB: ~ FAB =0X30 blown out, FAB=0X31 not blown out
Fuse status byte CMA: CMA=0X30 blown out, CMA =0X31 not blown out
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Fuse status byte PER : PER =0X30 blown out, PER =0X31 not blown out

FAB is the fusing sign of the CMOS chip of ATMEL.

CMA is the fusing sign of the card while leaving from the card factory.
PER is the fuse of issuer, it is the fusing sign when personalization before the startup of the application

system.

9.11.6 Write Fuse: (Blow out accordingto FAB = CMA - PER and fuse could not be recovered after blowing out)

HOST sends:
0x02 | 0x00 | 0x03 0x3E 0x35 0x03

BCC

Reader returns
0x02 | 0x00 | 0x03 | 0x3E | 0x35 | Operation status byte P | 0x03 Bé@_

P=Y" (0x59) success
P=N" (0x4E) failure, fuse has been blown

P=E> (0x45) no card in reader

P="W’ (0x57)  card is not in the rig sition where 1

9.11.7 Initializing authentication zone

HOST sends:

N
0x02 | 0x00 | 0x0A | 0x3E Wt\Wers Q?)\Ql\ (22/ Q3. Q4. Q5. Q6. Q7 | 0x03 | BCC
Reader returns: 4\ \\ \ \ \y

0x02 | 0x00 | 0x03 p;:;{g\\ \%eﬁt@statusb\é\( 0 BCC
P="Y" (0x5
P="N" (0x4E
P="E> (0x45)
P="W’ (0x57)

s not in the right position where it can be operated.

Initializing authentication zone is that out the Nc and Ci from card, and use F1 or F2 Algorithm, then figure out

Ge=F1 (Ks, Nc) and get random numbers Q0~Q7. Send them into AT88SC160 card and finish initializing

authentication zone

9.11.8 Verifying authentication zone

HOST sends:
0x02 | 0x00 | 0xOA | Ox3E | 0x37

0x03 | BCC

8 byte random numbers Q0,Q1,02,03,Q4,Q5,Q6,Q7

Reader returns:

0x03 | BCC

Operation status byte P

0x02 | 0x00 | 0x03 | Ox3E | 0x37

P=Y" (0x59) success
P=N" (0x4E) failure
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P=‘E> (0x45) no card in reader

P=‘W’ (0x57) card is not in the right position where it can be operated.

Verifying authentication zone is a step after initializing authentication zone. We use F2 Algorithm and get the result
from Q1 =F2(Gc, Ci, QO0). Then get the value of Q0, Q1, Q2, Q3, Q4, Q5, Q6, Q7 and send them into AT88SC1608

card to finish verifying authentication zone.

Note: Nc: ID code, Always use it as the only mark for the card—Card No. Define it before personalization.

Ci: Ciphertext, write a random number into it for authenticating card, and it will be rewritten for each

authentication
Gc: Secret key, 64byte secret seed, Nc figures out it according to F1 Formula. Write it into card before

personalization. It can not be visited after personalization. When authenticating, it will be a parameter of F2

Algorithm. For detail, please refer to authentication protocol.
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